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ABSTRACT 

As a promising carrier for 6G communication, terahertz waves are particularly susceptible to eavesdropping and transmission 
sabotage during wireless propagation. However, the existing terahertz encryption schemes are challenging to intrinsically protect 
the wireless transmission, whose encryption systems are also bulky and hard to integrate. Here, to meet the requirement of 
confidential 6G wireless links, we propose a single-pixel meta-encryption scheme based on statistical optics empowered Hadamard 
metasurfaces, which can achieve strong security, key tolerance, and ultra-robustness. The metasurfaces are prepared by 3D 

printing technology for simple, rapid, and low-cost fabrication. By modulating terahertz waves with Hadamard metasurfaces 
and combining single-pixel imaging, the scheme achieves a key space size of 1090 and 31% key tolerance. Experimental results 
show that even if 97% of the optical path is severely blocked or there are 30% errors in the key, the transmitted images can be 
reconstructed. Our approach combines single-pixel imaging with terahertz metasurfaces to address security challenges in future 
wireless communication, paving the way for secure, robust, and efficient encryption frameworks applicable to communication 
networks from 6G to XG. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1 Introduction 

The demand for wireless information security and communica-
tion speed is continuously growing, driving the future intelligent
sixth-generation (6G) communication networks [ 1 ]. As a promis-
ing solution for 6G wireless communication, terahertz (THz)
waves offer ultra-broad bandwidths and terabits-per-second wire-
less links far beyond microwaves [ 2 ]. The unique penetration
capability through smoke and dust also makes THz waves
more suitable for complex environments compared with optical
communication. Traditional encryption schemes based on the
complexity of mathematical algorithms are challenged by large-
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scale computing, such as emerging quantum computing [ 3 ],
and lack robustness to avoid sabotage. Besides algorithm-based
encryption, THz encryption schemes based on physical processes
have also been developed, such as using artificial noises for
cooperative jamming [ 4 ] and physical chaos for signal masking
[ 5 ]. However, such encryption systems are bulky and hard to
integrate, which limits the applications in 6G communication. 
On the other hand, THz devices for 6G communication, such
as sources [ 6, 7 ], detectors [ 8, 9 ], and beamformers [ 10, 11 ],
have attracted wide attention from researchers. For example, 
Zhang et al. reported a 6G meta-device for 3D varifocal projection
through rotating each layer to change the focus position [ 10 ].
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Wang et al. presented an on-chip broadband THz topological
beamformer using valley vortices for waveguiding, splitting, and
isolation [ 11 ]. However, for practical applications that are sus-
ceptible to eavesdropping and disruption during electromagnetic
(EM) waves transmission, how to improve the security and
robustness of 6G communication in homogeneous media is an
urgent problem to be solved [ 12, 13 ]. Both threats pose risks
to the confidentiality and facticity of EM signals in wireless
propagation. 

Meanwhile, metasurfaces, composed of planar arrays of artifi-
cial subwavelength structures, that is, optical meta-atoms with
remarkable EM responses, open wide possibilities to realize
multifunctional EM devices with a compact size. Enabled by
abundant local and nonlocal resonances in meta-atoms, meta-
surfaces could accurately manipulate the amplitude [ 14, 15 ],
phase [ 16, 17 ], and polarization [ 18, 19 ] to customize near-field
EM modes and thus far-field polarized wavefront [ 20, 21 ]. THz
metasurfaces have achieved functions for 6G communication,
such as signal modulation [ 22, 23 ], beam steering [ 24, 25 ],
and information encryption [ 26–35 ]. For example, by employing
anisotropic meta-atoms, multi-channel metasurfaces [ 26, 27 ] and
diffractive neural networks (DNN) [ 28, 29 ] can encode EM
information into different channels, which can generally be
decoded by a correct series of polarization states, thereby limiting
the size of key space. Another type of EM encryption is to hide
optical information at specific temperatures [ 30, 31 ], wavelengths
[ 32 ], or stretch ratios [ 33 ]. Additionally, THz encryption can
also be achieved by the metasurface-based logic-gate operation
between the plaintext and the key sequence [ 34, 35 ]. These
schemes suffering from limited key space can possibly be decoded
by large amounts of computing attempts. 

Apart from security concerns, 6G transmission may also
encounter problems such as environmental interference and
intentional disruption [ 36 ]. For example, EM signals may
be accidentally blocked during transmission, or interference
may occur when meeting other signals at the same frequency.
Improving wireless robustness is crucial to overcome the
potential obstacle in the transmission path [ 37 ]. Valley photonic
crystals have been utilized to avoid on-chip THz scattering based
on topological effects [ 38 ], but the THz waves coupled to free
space still lack intrinsic protection for transmission. Single-pixel
imaging (SPI) is a robust computational imaging technology,
through single-pixel detection and correlative computation, to
realize imaging and extended encryption functionalities [ 39–41 ].
Due to precise modulation of optical fields and multiplexing
techniques, metasurfaces have emerged as an important platform
for single-pixel imaging [ 42–44 ]. To meet the demand for future
confidential 6G devices, such as strong security, key tolerance,
and robustness against obstacles, we propose a single-pixel
meta-encryption scheme combining 3D-printed THz Hadamard
metasurfaces (HMS) with SPI to encrypt images, instead of
complex arrayed sensors with high costs in the THz band. The
SPI encryption provides security with the key space size of 1090 ,
31% key tolerance, and ultra-robustness against sabotage in
THz signal transmission. These synergies make our proposed
single-pixel meta-encryption scheme a promising solution for
securing wireless communication networks and upcoming global
intelligent connections. 
2 of 10

ative
2 Principle of the Proposed Meta-Encryption 

The proposed 6G single-pixel encryption is based on HMS and SPI
through THz single-pixel detection in the public channel and a
key transmitted in the private channel, as shown in Figure 1 . THz
waves carry the information of an arbitrary image with a spatial
electric field distribution of O ( x , y ), which is modulated by a series
of HMS for 2n times with a predefined order. HMS can be con-
sidered as linearly independent spatial masks with transmitted
complex amplitudes satisfying ⟨𝑡𝑖 (𝑥, 𝑦 ) |𝑡𝑗 (𝑥, 𝑦 ) ⟩ = 𝛿𝑖𝑗 , where δij is 
the Kronecker delta function. A single-pixel detector, irrespective 
of the spatial resolution, collects focused THz waves as the
integration of optical fields 𝑠𝑖 = ∫∫ 𝑂(𝑥, 𝑦 )𝑡𝑖 (𝑥, 𝑦 ) 𝑑 𝑥𝑑 𝑦. As a
result, the ensemble measurement could be expressed as 𝑆 = 𝑂𝑟 ⋅

Φ, where S is a row vector consisting of measurements under the
order, Or is a row vector flattened from O ( x , y ), and Ф is a matrix
consisting of row vectors flattened from {𝑡𝑖 (𝑥, 𝑦 ) } 𝐾𝑛 . Due to linear
independence of Ф , there must be a matrix Ф− 1 to reconstruct O
through calculating Or by Equation ( 1 ): 

𝑂𝑟 = 𝑂𝑟 ⋅ Φ ⋅ Φ− 1 = 𝑆 ⋅ Φ− 1 (1) 

Thus, one can reconstruct the original image through the single-
pixel measurement from a public channel and the randomly
ordered key from a private channel. As shown in Figure 2a , the
spatial phase distributions of HMS are 2n coded matrices (2n /2 ×
2n /2 ) with linear independence consisting of phase 0 (white) and
π (black), which are split from the 2n Hadamard matrix row by
row. These matrices are ordered and coded by rows and columns,
such as A5E2B1. . . , and the random order is defined as the key.
The detailed encryption scheme is shown in Figure 2b , where
exists a sender Alice , a receiver Bob , an eavesdropper Eve , and
a saboteur Mallory . The plaintext from Alice is encoded by the
HMS to the ciphertext transmitted in the public channel, and
the key is transmitted in the private channel. During the THz
wireless signals transmitting in the public channel, Eve would
eavesdrop and decrypt through large amounts of computing 
attempts; Mallory would sabotage THz wireless signals, where we
recognize an obstacle in the transmission path as a typical kind of
sabotage. 

On one hand, Eve cannot obtain the plaintext without the key,
even though large amounts of computing attempts are employed,
because the key space, that is, the set of all possible keys, exceeds
the decryption capability of computers. The size of the key space
is defined as the amount of all potential keys. The coded matrices
are used to encrypt plaintext with a random order, generating the
key space. For example, the order A5E2B1. . . B3H7 serves as one of
the keys. Thus, we obtain the key space size of 2n ! due to the full
permutation of matrices in Figure 2a . The key length is k = 2n =
64 for n = 6, and the key space size is KSS = 2n ! with 90 orders of
magnitude, which is large enough to guarantee security as shown
in Figure 1 . 

Moreover, key tolerance indicates that users could correctly 
decode the carried information even with a partly wrong key. As
shown in Figure 2c , although the key tolerance may also lead
to a reduction in security, the overall security remains sufficient
when the key space is large enough. When the accuracy rate of
the key is 69% (among the 64-character key, 44 characters appear
Laser & Photonics Reviews, 2026
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FIGURE 1 Schematic of the proposed single-pixel meta-encryption. The proposed 6G single-pixel encryption scheme is based on HMS and 
computational imaging through THz single-pixel sequence detected in a public channel and a key transmitted in a private channel. The inset illustrates 
the security comparing the KSS with other encryption algorithms [ 45 ], the tolerance with 31% error key, and the robust image-reconstruction with 97% 

obstacle. 
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in the correct position), the expectation of brute-force decoding
according to Poisson distribution relation can be calculated

as 𝐸(44) = 1∕
∑64 

𝑖= 44 

{ 

(64 − 𝑖)! ×
∑64 − 𝑖 

𝑗= 0 

[ 
( − 1) 𝑗 

𝑗! 

] 
×
(
1 

𝑖! 

)} 

, reaching

1055 . The error rate of images is defined by 𝑟𝑒 𝑟 𝑟 𝑜 𝑟 = 1 − 𝜌𝑂,𝑅 = 1 −
c 𝑜𝑣 ( 𝑂,𝑅) 

𝜎𝑂 𝜎𝑅 
to compare the difference between the origin image and

the reconstructed image, where 𝜌𝑂,𝑅 is the Pearson correlation
coefficient, O is the origin image, R is the reconstructed image,
𝜎𝑂 ∕𝜎𝑅 is the standard deviation of O / R , and c 𝑜𝑣 ( 𝑂, 𝑅) is their
covariance. In this case, the reconstructed image “N” is just
recognizable ( 𝑟𝑒 𝑟 𝑟 𝑜 𝑟 = 50% ) with the key tolerance of 31%. A
Pearson correlation coefficient between 0.3 and 0.7 is considered
as moderate positive linear correlation in statistics. Here, we
define 50% error rate of images as the threshold for recognizable
reconstruction. 

The proposed SPI encryption scheme is compared with the
Advanced Encryption Standard (AES) encryption scheme, one of
the most widely used standard encryption algorithms, in terms
of key entropy (KE) and brute-force resistance (BR). The KE
is defined by 𝐾 𝐸 = log 

2 
( 𝐾 𝑆 𝑆 ) , and the BR is defined as the

expectation of brute-force decoding. Figure 2d shows that the KE
of AES schemes is much smaller than that of the SPI scheme
under the same k , and the difference increases as k grows.
Similarly, the ratio of their BR indicates that SPI exhibits superior
BR. Therefore, compared with AES encryption schemes, our
proposed SPI encryption scheme based on the full permutation
key has stronger security. And compared with other encryption
algorithms in the inset of Figure 1 , the key space of the proposed
Laser & Photonics Reviews, 2026

tive
single-pixel meta-encryption also performs well [ 45 ]. Therefore,
the proposed meta-encryption provides 31% key tolerance in the
64-character key while maintaining enough security. 

On the other hand, Bob can obtain the plaintext decoded by
the key, even after Mallory ’s sabotage with a large-area obstacle
in the optical path. When the optical path is partially obscured
during the transmission of THz waves, the plaintext could still
be recovered [ 46 ]. As shown in Figure 2e , we simulated the com-
putational image "N" at different obstacle rates (defined by the
angle of obscured area normalized by 2 π) during transmission,
where the original image could be numerically reconstructed
with the obstacle rate up to 97%. The THz waves gradually become
uniformly distributed as the propagation distance increases 
due to diffraction and transmission, meaning that each spatial
point contains abundant momentum components of the original 
image. The spatial optical field carrying the plaintext also diffuses
over the entire plane as the distance increases. Although only a
part of the optical field is collected, the global optical information
is also obtained. Then we utilize the angular spectrum method
to calculate the electric fields evolution from the HMS plane to
the obstacle plane in Figure 2f , where we define the distance
between the two planes as z . The electric fields on the HMS plane
could be transformed to the angular spectrum under the paraxial
approximation by Equation ( 2 ): 

𝐴1 (𝑘𝑥 , 𝑘𝑦 ) = ∬ 𝐸1 (𝑥1 , 𝑦1 )𝑒
− 𝑖(𝑘𝑥 𝑥1 +𝑘𝑦 𝑦1 ) 𝑑𝑥1 𝑑𝑦1 (2) 
3 of 10
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FIGURE 2 Principle of single-pixel meta-encryption. (a) The Hadamard matrix is split by rows into encoded matrix groups as the phase distribution 
of metasurfaces. (b) The detailed encryption scheme with a sender Alice , a receiver Bob , an eavesdropper Eve , and a saboteur Mallory . (c) Calculated 
relation between the security quantified by KSS and the tolerance quantified by the accurate rate of keys. (d) Comparison with AES schemes in terms 
of key entropy and brute-force resistance. (e) Ultra-robustness quantified by the error rate of images at different obstacle rates. (f) Calculated evolution 
of intensity distribution and reconstructed images with propagation distance z . 
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where E1 ( x1 , y1 ) is the electric field on the HMS plane, and kx / ky / kz 
are wave vectors in x / y / z directions. The electric fields after the
transmitted distance z could be expressed by Equation ( 3 ): 

𝐸2 (𝑥2 , 𝑦2 ) =
1 

(2 𝜋) 
2 ∬ 𝐴1 (𝑘𝑥 , 𝑘𝑦 )𝑒

𝑖𝑘𝑧 𝑧 𝑒𝑖(𝑘𝑥 𝑥2 +𝑘𝑦 𝑦2 ) 𝑑𝑘𝑥 𝑑𝑘𝑦 (3)

The THz waves transmitting through the obstacle plane with an
obstacle function of 𝜏(𝑥2 , 𝑦2 ) are focused onto a single point for
reconstruction, which could be expressed by Equation ( 4 ): 

𝑠𝑖 = ∬ 𝜏(𝑥2 , 𝑦2 )𝐸2 (𝑥2 , 𝑦2 ) 𝑑𝑥2 𝑑𝑦2 (4)

During the calculation of the angular spectrum method, we could
find that when the distance z increases, the transmitted spatial
distribution tends toward uniformity owing to diffraction during
the beam propagation, as shown in Figure 2f . As a result, the
obstacle imposes an approximate effect for each measurement in
4 of 10
the single-pixel imaging, and the influence of 𝜏(𝑥2 , 𝑦2 ) could be
minimized while maintaining the ensemble detection. As shown 
in Figure 2f , the contrast of the electrical intensity before the
obstacle decreases as the propagation distance z increases, and
the obstacle can be overcome when the distance z is large enough.
For example, for z > 0.1 m at 0.3 THz, the influence of obstacles
on the reconstructed image can be ignored, and the obstacle can
be overcome. As shown in Figure 2e , even when the obstacle rate
reaches 97%, the original image can still be reconstructed with an
average error rate of 26%. It is worth noting that modulated THz
waves with millimeter wavelengths at least require a decimeter-
scale distance z to achieve the ultra-robustness, which is easily
realizable for real-world wireless communication applications. 

3 Experimental Demonstration 

To verify the 6G single-pixel meta-encryption scheme, a terahertz
time-domain spectroscopy (THz-TDS) system was built to con- 
Laser & Photonics Reviews, 2026
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FIGURE 3 Experimental setup and sample preparation. (a) Schematic of the HMS sample, the object to be transmitted, the obstacle, and the THz- 
TDS system, consisting of a laser, a THz antenna, a ZnTe crystal, motorized stages, and a single-pixel detector. (b) Refractive index of photosensitive resin 
and Stereo Lithography Appearance (SLA) process. (c) The relation of resin thickness and phase at 0.3THz, and the insets show the Hadamard complex 
amplitude before and after loading the wavefront information. 
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duct single-pixel imaging experiments, as shown in Figure 3a . A
780 nm beam from a femtosecond laser passes through a semi-
transparent and semi-reflective mirror (STRM), divided into a
pump beam and a detecting beam. A THz antenna is illuminated
by the pump light to generate THz waves, which are collimated
through an off-axis parabolic (OAP) reflector. Collimated THz
waves illuminate a target object carrying the original image
and a closely aligned HMS. The original image is encrypted by
moving the HMS to switch different phase matrices. The single-
pixel detector records the complex amplitude of THz waves for
each measurement and finally forms a single-pixel sequence.
We employed here a translation stage to control the sequence.
Note that the limitation of the mechanical translation is not
fundamental. One can use reconfigurable metasurfaces based on
n -doped GaAs [ 47 ], liquid crystal [ 48 ], or graphene [ 49 ], to speed
up the performance with the pivotal properties of our scheme
maintained. A metal obstacle is placed in the optical path before
THz waves are focused by OAP onto a ZnTe crystal. The detecting
beam after the time-delay also illuminates onto the crystal to
realize coherent measurement of the THz waves. At last, the
THz signals are obtained by the single-pixel detector. Through
correlation calculation between the measured sequence and the
key, images are reconstructed. 

The HMS sample was fabricated by 3D printing technology based
on Stereo Lithography Appearance (SLA) with photosensitive
resin, as shown in the inset of Figure 3b . A laser cured the
resin point by point, and the structure was stacked layer by
layer through moving the lifting table. Compared with the typical
semiconductor-based processes, 3D printing based on SLA is
Laser & Photonics Reviews, 2026
advantageous in aspects such as speed, cost, and procedure for
fabricating the structures responding to the THz wavelength. 
As shown in Figure 3b , we measured the refractive index of
a layer of photosensitive resin obtained through 3D printing.
According to the relation between the refractive index and phase
difference in Figure 3c , we could choose the required resin
thickness of the meta-atoms. The insets show the Hadamard
complex amplitude distribution before and after loading the 
wavefront information in HMS. The 3D printing technology 
simplifies the fabrication process of HMS, and the single-pixel
detection avoids complex array sensors at high costs in the THz
band. 

The experimental results of single-pixel imaging are shown in
Figure 4 , where the images of “N”, “K”, and “U” are reconstructed
by the single-pixel sequence and the key. Figure 4a–d show the
experimental results at different obstacle rates of 0% (without
obstacle), 50%, 88%, and 97%, which could be recognized as
“N”, “K”, and “U”. It could be found that the images can
be reconstructed even if the obstacle rate reaches 97%, which
means most of the optical distribution is recklessly obstructed
during optical transmission, verifying the ultra-robustness of the 
proposed 6G single-pixel meta-encryption. Compared with the 
simulation results in Figure 2d , the experiment results contain
some errors, especially at a high obstacle rate. Such errors
are possibly caused by imperfections of optical path alignment,
fabrication, and random noises of the THz-TDS system, whose
influence is quantified by the signal-to-noise ratio (SNR) is
discussed in the next section. Among them, the SNR at various
obstacle rates is 22.47 dB without obstacle, 18.43 dB with 50%
5 of 10
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FIGURE 4 Experimental results at different obstacle rates. The measured target images of "N", "K", and "U" with single-pixel imaging at different 
obstacle rates of (a) 0%, (b) 50%, (c) 88%, and (d) 97%. 

FIGURE 5 Experimental results decoded by the keys with different accurate rates. (a) Images of "N", "K", and "U" were decoded by 90%, 70%, and 
50% accurate keys. (b) The relations between the accurate rate of keys and the error rate of images. 
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obstacle, 13.30 dB with 88% obstacle, and 8.20 dB with 97%
obstacle, respectively. 

We also demonstrate the keys with different accurate rates to
decode the measured intensity, as shown in Figure 5 . It could be
found that the keys with 90% and 70% accurate rates are sufficient
to reconstruct “N”, “K”, and “U”, while the images decoded
by the keys with a 50% accurate rate are unrecognizable. We
calculated the errors of the experimentally reconstructed images
compared with the original images for various accurate rates of
keys in Figure 5b . As a result, the error rate of the reconstructed
images gradually approaches about 90%, that is, unrecognizable
reconstruction, with the accuracy rate of keys decreasing from
100% to 0%. The horizontal cross-section in Figure 5b represents
the threshold for recognizable reconstruction with the 50%
 

6 of 10

 C
error rate of images. It can be observed that the three points
obtained at 70% key accuracy are located near this cross-section,
which verifies the key tolerance. The experimental results are
consistent with the theoretical results. Their difference is caused
by environmental noise and other experimental factors. It also
means that the eavesdropper Eve has to steal at least 70% key
to adequately recover the original EM information. These results
demonstrate that the proposed meta-encryption scheme provides 
a balance between key tolerance and strong security. 

4 Discussion 

In real applications, the SNR determined by the system and the
environment is critical to the performance and the quality of
Laser & Photonics Reviews, 2026

om
m

ons L
icense



FIGURE 6 SNR influence to 6G single-pixel meta-encryption. (a) 
The constructed images of "6G" with various SNR from − 5 to 10 dB. (b) 
The relation among SNR, the rain rate, transmission distances, and the 
error rate of images. 
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wireless communication. We calculated the SNR influence on the
6G single-pixel meta-encryption scheme, as shown in Figure 6 .
The target image is a 32 × 32-pixel logo of 6G communication
approved by third Generation Partnership Project (3GPP). The
reconstructed results are demonstrated with SNR from 10 to
− 5 dB in Figure 6a , where the image with 0 dB SNR (noise is
comparable to signal) is still recognizable, and SNR = − 5 dB is the
recognition limit. Generally, the transmission distance and the air
humidity are the most important parameters to determine SNR
for a given THz system. According to the data in Ref. [ 50, 51 ], we
calculated the relation between the image quality (defined by the
error rate of images) and the environment (characterized by the
transmission distance and the rain rate) for various SNR. It could
be found that even with the − 5 dB condition of 3 km distance on a
sunny day or 0.5 km under a 30 mm/hr rain rate, the image can be
well-reconstructed with 40% error rate of images, which is under
the recognition boundary about 50% in Figure 5b . 

The proposed metasurface offers ultra-robust reconstruction
during single-pixel encryption. The reconstructed images hold
the ultra-robustness originating from statistical optics under
various types of disturbances (31% key fault, 97% obstacle during
light transmission, and − 5 dB SNR) through the Hadamard
metasurfaces coding and the single-pixel detection. We sum-
marize representative studies on THz encryption in Table 1
in terms of key space, key tolerance, robustness, fabrication,
and detection. Compared with existing THz meta-encryption
approaches [ 26–35 ], our proposed easy-fabricating single-pixel
meta-encryption scheme excels in key space, key tolerance, and
transmission robustness. (1) Compared with the key-space size
in the independent combination schemes (exponential functions
such as 2k , 4k or 8k ), the key-space size in the full permutation
scheme of our work (factorial function of k !) provides the larger
key-space enhancing the security for larger k values, where k is
Laser & Photonics Reviews, 2026
the key length. (2) The key tolerance of conventional encryption
schemes is based on the following principle: a specific range of
the operational temperature [ 30, 31 ] or tensile force [ 33 ] applied
on the metasurfaces can serve as the key, and our proposed single-
pixel encryption scheme can tolerate a key with arbitrary 31%
errors. (3) Since there is no unified definition for robustness
(e.g., robustness against fabrication errors [ 28 ], incident angles
[ 29 ], and low SNR [ 35 ]), we consider the presence or absence
of robustness comparison in Table 1 . Our scheme focuses on the
robustness overcoming obstacles in the transmission path, which 
is crucial for wireless communications. (4) Compared with the
photolithography processes (usually several days and hundreds 
to thousands of dollars), 3D printing is simpler (direct molding),
faster (few hours), and cheaper (several dollars). (5) The single-
pixel detection technique is especially suitable for the THz band to
avoid complex and expensive THz arrayed sensors. We also do not
need scanning of the signal compared with the probe scanning
method. 

Our single-pixel meta-encryption scheme is a proof-of-concept 
framework, and there is a certain distance from practical appli-
cations, primarily limited by the mechanical scanning speed. 
Our encryption scheme could be feasibly realized in the THz
programmable metasurfaces (such as using dynamic materials 
GaAs, liquid crystal, or graphene), which have been reported
in THz single-pixel imaging [ 47–49 ]. In an encryption scenario,
the sender utilizes programmable metasurfaces with our key- 
coding method to modulate the spatial THz fields, achieving
real-time and high-speed encryption. And the receiver decodes 
the signal from single-pixel detection with the key to obtain
encrypted images. We believe this scheme provides a valuable
approach for the security and robustness of future 6G commu-
nication. Moreover, the single-pixel meta-encryption scheme can 
be further improved with data-driven deep learning algorithms
to reduce the required amount of data and enhance the quality
of the images [ 52, 53 ]. Our scheme can also be applied in
massive multiple-input multiple-output (MIMO) systems [ 54, 
55 ], frequency division multiplexing (FDM) systems [ 56, 57 ],
or multiplexing SPI metasurfaces [ 41, 42 ] to increase the data-
transmission capacity. 

5 Conclusions 

In conclusion, a single-pixel meta-encryption framework for 
6G communication devices is proposed, which features strong
security with the KSS of 1090 , 31% key tolerance, and ultra-
robustness against obstacles. The THz waves carrying an image
are modulated by HMS and collected by a single-pixel detector
in the public channel. The private key is transmitted in the
private channel. The strong security and the ultra-robustness
can avoid eavesdropping, decryption, and transmission sabotage, 
respectively. HMS are fabricated by 3D printing technology for
simple, rapid, and low-cost fabrication. A THz-TDS system is built
for SPI to avoid complex array sensors with high costs in the THz
band. The experimental results verify that the original images can
be reconstructed even with a 97% obstacle during transmission
or a 30% wrong key. In addition, the SNR influence has been
discussed that the target image can be recognized with − 5 dB
SNR, which enables the transmission over long distances and in
high humidity. Compared with other THz encryption schemes, 
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TABLE 1 Comparison among representative works of THz meta-encryption. 

Ref. Encryption Scheme Key Space Key Tolerance Robustness Fabrication Detection 
26 Coding information into Stokes 

parameters 
4k × — Photolithography Probe Scanning 

27 Hiding information in polarization 
channels 

8k — — UV Photolithography Focal-plane 
Imaging 

28 Permutation operation by DNN 8k — √ 3D Printing Detector Scanning 
29 Coding information into polarized 

states in DNN 

8k × √ — Probe Scanning 

30 Hiding information in temperature 
and direction channels 

4k √ — UV Photolithography Nonlinear 
Imaging 

31 Hiding information in a 
temperature channel 

2k √ — Photolithography Probe Scanning 

32 Hiding information in a 
wavelength channel 

— — — UV Photolithography —

33 Hiding information in a stretched 
state channel 

— √ — Kirigami Spectrum 

Measuring 
34 Logic operation with a temporal 

voltage signal 
2k × — Photolithography Single-pixel 

Detecting 
35 Logic operation with a temporal 

near-infrared signal 
2k × √ E-beam lithography Integrated 

Detecting 
This Work Single-pixel imaging k ! √ √ 3D Printing Single-pixel 

Detecting 
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tolerance, robustness, and simplicity. Our approach paves the way
for future high-performance wireless communication and remote
sensing from 6G to XG. 
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